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12 Quick Privacy Tips for Parents

It can be tough raising kids in a digital environment. Many of them use the Internet effortlessly, and easily
adapt to new devices that connect to it. For many of us, these tools have become a routine part of our
children’s lives, as they use them to chat, surf, post, play and learn. The Internet has become one of the
most powerful tools they have to connect with friends and make new ones.

Many kids, however, don’t fully understand the impact that some online activities may have on their privacy.
Below are 12 tips to help you limit the risks to your children’s personal information, while allowing them to
make the most of their time online.

1. Talk to your Kids.
It’'s important to know the Internet spaces your kids frequent and the devices they use to go online,
to help you understand the nature of personal information they may be sharing. Technology
changes rapidly and many children are ahead of adults in adapting to new options. Talk with them
often about their online activities to keep up with what they are doing and interested in.

2. Try it out.
It’s not enough to know what online spaces and devices your kids are using. To understand the
nature of the personal information they are sharing, you should know how they are using and
experiencing them. So, dive in. Try out the family web cam if you have one, play the online games
they love, create a profile on the social networking sites they frequent, and download some music.

3. Keep up with the technology.
Many mobile devices, like smart phones, tablets and gaming consoles, can connect to the web and
have video cameras. The lines between devices are blurring, and it is important to know what kind
of device your child has, so that you know whether they are merely playing a game, or if they are
using the Internet and sharing personal information.

4. Make restricting privacy settings a habit.
Most social networking sites have extensive privacy options that children should learn to use. For
each site where your kids are posting information about themselves, their family and their friends,
sit down with them and review that site’s privacy policy. Then modify the privacy settings of their
account, and have them consider how the information they are posting could be used — or misused
— by others.

5. Make password protection a priority.
Children need to understand that their online information will be better protected if they use
passwords. They should use different passwords for different sites and they should change them
regularly. Encourage them to ensure their passwords are strong (eight characters or more and a
variety of letters and/or numbers), to change them regularly, and to never share them with anyone.
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6. Emphasize the importance of protecting mobile devices.
The first thing anyone should do with a new mobile device is activate the password protection. Talk
to your kids about this, and the importance of protecting the device itself — not just because it may
be expensive, but because it may contain their personal information. A device that gets into the
wrong hands could result in embarrassing or even malicious videos or pictures being posted online
by someone else in your child’s name.

7. Remind your kids that what they post on the Internet is not always private.
Your kids should understand that once they post content online, they no longer have control over it.
It can be forwarded, copied and pasted, manipulated, printed out or saved — it can remain online, in
some form, potentially forever. They should know that even password-protected pages are not
totally secure, and that deleting information doesn’t mean that it’'s gone forever.

8. Teach your kids to think before they click.
It can take only seconds to snap a photo and post it to the Internet, or to post a comment. But it
can be nearly impossible to permanently delete that comment or photo once it’s posted, as it can
then be downloaded or archived by others. This is why it's so important for kids to think twice about
every piece of personal information before they post it to the Internet. They should only post things
that they would be comfortable with the whole world seeing.

9. Stress the importance of knowing your real friends.
Kids need to know that, online, they can’t be 100% sure of who they’re talking to, so they should
never accept friend requests from people they don’t know in real life. Online friends can end up
accessing online photo albums, reading personal comments, copying and pasting information,
knowing what you’re doing and where you are. Remind your kids that a “friend” of a “friend” of a
real-life friend is really just a stranger.

10. Teach your Kkids that their personal information is valuable.
Kids need to know that many people and companies want their personal information to sell or
market things to them in the future. New and exciting technologies are emerging daily, but often
personal information is the cost of admission. Review the personal information they often need to
surrender in order to play online games, fill out an online survey or quiz, join virtual worlds or even
just shop online. Discuss potential ways to limit that information, for example, by completing only
required fields, using pseudonyms, and using incomplete information.

11. Let your kids know that you are there if they make a privacy mistake.
Stay calm if your child makes a mistake, like posting something they shouldn’t have. Help them
remove the post, where possible, and talk with them about how they can avoid a similar mistake in
the future. If you “freak out” or deny access to them, they may not come to you for help when they
really need it in future.

12. Set a good example.
Remember, those cute potty training or bathing photos of your own child that you are tempted to
post can also be copied and shared, and remain online forever! Just as you would respect your
friends when posting photos or other items that contain their personal information, respect your
kids’ personal information too. Set a good example when you’re online so your kids have a good
role model to look to if they’re wondering what kind of information is OK to post.

For more information on talking to your kids about how their use of technology can affect privacy, visit
http://www.youthprivacy.ca/en/teachers.html



http://www.youthprivacy.ca/en/teachers.html

